Issue List — Status 26 January 2020

Note: Blue highlighting denotes issues that were flagged but for which no change is proposed.

ACCREDITATION
#on Comment (by) Proposed Rewording (in bold) Leadership Notes
Issue List
#21 This can be either ICANN itself or an Current language: Accreditation

entity with which it contracts (IPC)

Authority Auditor - Independent entity
that is contracted by ICANN org, or
function that is carried out by ICANN Org
itself if Accreditation Authority function
is outsourced to a third party, to carry
out auditing requirements as outlined in
auditing preliminary recommendation

#22

In the accreditation principles below,
principle (c) we say "The accreditation
policy defines a single Accreditation
Authority, run and managed by ICANN
org." So how can ICANN revoke the
agreement with itself? In addition if we
have one single accreditation authority
de-accrediting it leads to the collapse of
the whole system leaving us with no
system for disclosure of data as well as
no guidance on how to build another
one. Moreover, the term De-
accreditation of Accreditation Authority
is not a term used in the report,
therefore its definition does not matter
nor is necessary for the purpose of this
report. In all cases | the issue of the
accreditation authority being in breach of

ICANN org revokes the agreement with
the accreditation authority, if this
function is outsourced to a third party,
following which it is no longer approved
to operate as the accreditation authority.




#26

the requirements is addressed under
"accreditation Authority" on page 19 and
is mentioned on Page 34 in relation to
the audits of the accrediting Authority
(ALAC)

Suggest "preferable where lawful" (BC /
IPC)

g. Validation of Identity Credentials and
Authorization Credentials, in addition to
the information contained in the request,
facilitate the decision of the
authorization provider to accept or reject
the Authorization of an SSAD request. For
the avoidance of doubt, the presence of




these credentials alone DOES NOT result
in or mandate an automatic access /
disclosure authorization. However, the
ability to automate access/disclosure
authorization decision making is possible
under certain circumstances where
lawful.
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#on Comment (by) Proposed Rewording (in bold) Leadership Notes
Issue List
#28 Add: "to challenge actions taken by the j) MUST define a dispute resolution and
Accreditation Authority” to clarify the complaints process to challenge actions
scope of the dispute resolution and taken by the Accreditation Authority.
complaints process.
(ISPCP)
#29 NCSG has a problem with this, and Current language: t) Will not be restricted | These comments also come up in other

several other similar assertions that seem
to blur the line between bulk access and
individual requests. In what sense is
"each and every unique request for RDS
data" being processed when thousands
of them are submitted at the same time?
We believe that assumptions about
automatic access and disclosure are
being insinuated into the draft reportin a
number of ways, and we want it to be
known that we will resist that.

(NCSG)

| don’t understand the concern about this
language. This merely says that multiple
requests may be SUBMITTED together.
Elsewhere, this policy requires each
request to be evaluated on its own
merits.

We have agreed that prohibitions on
“bulk access” are based on its definition
in the 2013 RAA. (IPC)

Suggest changing to "submitted during a
specific period of time" to recognize that

in the number of SSAD requests that can
be submitted during a specific period of
ata time, except where the accredited
entity poses a demonstrable threat to the
SSAD. It is understood that possible
limitations in SSAD’s response capacity
and speed may apply. For further details
see the response requirements
preliminary recommendation

sections but the issue of multiple
requests has been discussed and it was
agreed that this is addressed by the
recommendation that each request
should be considered on its merits —
regardless of whether it was submitted in
a batch or individually. Why is this not
considered sufficient?

BC proposed addition seems non-
controversial.




RDAP is the most likely protocol and that
each request will be a discrete event
occurring in in a series. (BC)

#30

The accreditation service will be a service
that is financially sustainable. Fur further
details, see the financial sustainability
preliminary recommendation. The reason
for the request for change is that the
system will likely not only be designed to
recover cost, but may also include a
component to cover legal risk for the
parties involved. (ISPCP)

e et e chould ]
of acost-recovery-syster-: The
accreditation service will be a service
that is financially sustainable. For further
details, see the financial sustainability
preliminary recommendation.
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RESPONSE REQUIREMENTS




#46

Suggestion from Daniel Halloran: Should
this be ‘OR’?

It definitely should be OR (NCSG)

“OR” makes more sense here. If we're
trying to address two separate scenarios,
it probably makes sense to make this two
sentences. Disclosure shouldn’t “result in
inconsistency with these policy
recommendations” in any situation | can
envision — what scenario are we trying to
address with this language? (IPC)

The EPDP Team recommends that if the
entity-disclosing-the-data a Contracted
Party determines that disclosure would
be in violation of applicable laws ANB
and consequently result in inconsistency
with these policy recommendations, the
entity-disclosing-the-data Contracted
Party must document the rationale and
communicate this information to the
requestor and ICANN Compliance (if
requested).

Changing this to or seems to change the
meaning of the original intent —
alternative wording proposed.
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ACCEPTABLE USE POLICY




#49

‘and every unique’ - Unclear and
redundant: delete. (IPC)

b) Must, for each and-every-unigue
request for RDS data, provide

representations of the corresponding
purpose and lawful basis for the
processing, which will be subject to
auditing (see the auditing preliminary
recommendation for further details);
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#53

#56

This section only refers to the right to
erasure. We suggest to include all rights
of the data subject that need to be
informed about under the GDPR or —in
more general terms, just make reference
to the information duties in the GDPR.
(ISPCP)

why do we specifically and only mention
erasure, there are other rights like
rectification (ALAC)

2 comments:
1. Replace with “inform.”
2. When: upon request or in their
privacy policy? (IPC)

g) Where required by applicable law,
must provide mechanism under which
the data subject may exercise its right to
erasure and any other applicable rights;

h) Confidentiality of disclosure requests —
Data controllers of RDS data must make-it
elearte inform data subjects the types of
entities/third parties which may process
their data. Upon a request from a data
subject the exact processing activities of
their data within the SSAD, should be
disclosed as soon as reasonably




feasible. However the nature of legal
investigations or procedures may require
SSAD and/or the disclosing entity keep
the nature or existence of these requests
confidential from the data subject.
Confidential requests can be disclosed to
data subjects in cooperation with the
requesting authority, [and] [or] in
accordance with the data subject's rights
under applicable law

QUERY POLICY

#58 Still don’t know what it means to say a. Unless otherwise required or Update to reflect agreement from 23/1
“unless otherwise required or permitted | permitted, not allow bulk access*, meeting.
(NCSG). wildcard requests, freverselookups}, nor

boolean search capabilities.
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“unless otherwise required or permitted”
is from the New gTLD Registry *As described in the RAA, section 3.3.6
Agreement. The original registration date
is in the data formerly known as “thin
WHOIS”, so we agree that this language
could be clearer. (IPC)

Define “bulk access” according to
meaning in the 2013 RAA Section 3.3.6.1
“a complete copy of the data available”
(IPC)

TERMS OF USE
#62 We should make reference to the Current language: Privacy Policy Request ISPCP to provide specific
component parts and information that a changes but note that the EPDP Team
privacy policy must have under the GDPR. | The EPDP recommends, at a minimum, previously discussed to keep this at a
(ISPCP) the privacy policy shall include: high level.
e Relevant data protection principles,
‘The types of third parties with whom for example,
personal data is shared’ - Replace with e The type(s) of personal data
“may be” (IPC) processed




‘Where applicable, details of any e How and why the personal data is

international data processed, for example,

transfers/requirements thereof’ - To e verifying identity

what does thereof refer? If to “transfers”, e communicating service

then edit sentence to read “data notices

transfers and their requirements.” (IPC) e How long personal data will be
retained

e The types of third parties with whom
personal data is may be shared

e  Where applicable, details of any
international data transfers and their
Arequirements thereof

e Information about the data subject
rights and the method by which they
can exercise these rights

e Notification of how changes to the
privacy policy will be communicated

e  Further consideration should be
given during implementation
whether updates to the RAA are
necessary to ensure compliance with
these recommendations.




LOGGING

#64

| think we should split ID provider and
accred provider into separate bullets.
This verbiage seems to conflate them.
(BC)

Identity or accreditation provider? (IPC)

At a minimum, the following events must
be logged:
e Logging related to the Identity
Provider
o Logging related to the
accreditation provider

IMPLEMENTATION GUIDANCE
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