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START
Request for 

Disclosure/Access 
(BB-a,b,c,d)

Acknowledgement 
of Receipt 
(BB-k, IG-i)

Decision to 
Disclose?

(BB-h)

END

Evaluate 
Request 
(BB-g)

Appeal 
Decision?

Submit complaint to 
ICANN Compliance?

Rejected

Accepted

Process 
Registration Data

Yes

Submit Complaint

Destroy
Registration Data

(BB-d,e)

Authentication / 
authorization / 
accreditation

(BB-f,j)

Yes

No

Yes

Generate 
response

(BB-m, IG-ii)

Execute RDS 
Query
(BB-i,l)

Liability spread 
between 

requester, supplier 
and controller

Logging of 
request, fulfillment, 

process, 
destruction

Audit Capabilities
Financial 

Sustainability
(BB-n)

DEMAND SIDE:
Building Block a) (Criteria/content of requests)
Building Block b) (Purposes)
Building Block c) (User Groups)
Building Block d) (Acceptable Use Policy)
Building Block e) (Retention and destruction of data)
Building Block f) (Authentication / authorization / accreditation)

SUPPLY SIDE:
Building Block g) (Response requirements / expectations, including timeline/SLAs)
Building Block h) (Acceptable Use Policy)
Building Block i) (Query Policy)
Building Block j) (Authentication / authorization / accreditation)
Building Block k) (Receipt of acknowledgement)
Building Block l) (Query Policy)
Building Block m) (Terms of use / disclosure agreements / privacy policies)
Building Block n) (Financial sustainability)

No



Evaluation of Request sub-process
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YesDetermine who is 
the Requestor

Does the data 
requested contain 

personal data?
Perform Balancing 

Test

START

Determine if 
Requestor is 
Accredited

If this identity or the 
'trustworthyness' is not clear - 
needs to be verified.

A subset of our policy work should be 
focussed on the means to make such 
identification of the requesters easier for all 
concerned - i.e. Accreditation ( note 
accreditation at its most basic relates to
identity only and not the validity of an 
individual request)

Determine reason 
for requesting 

registration data

Necessity is not absolute; 
however, it must be 
reasonable in the specific 
circumstances . If the reason 
is not made out sufficient in 
the specific circumstances, 
then this must be queried 
with the requester.

Determine if the 
release of the data 

necessary to 
achieve the 

purpose, as stated

i.e. are there any less invasive means, reasonably 
available to the requester, to achieve the desired
result/outcome? e.g. a consumer wishes to 
purchase a domain name and requests release of 
registrant data. This is a reasonable request; 
however, under the temp spec a registrar will relay 
any such message to the registrant, without need 
for disclosure of the email. Therefore, this release 
of the data is not reasonably necessary - UNLESS 
the requester can confirm they have tried to 
contact the registrant via this means, and such an 
option was not available at the registrar: NOTE: if 
the option was available, and a registrant chooses 
not to respond to such a communication, then this 
does not change the necessity, nor can we as 
controller assume otherwise - i.e. no response 
does not establish additional necessity in this 
instance.

Determine what 
data is being 

requested

Are the data elements requested limited and 
reasonable to achieve the purpose as stated? The 
release of each data element must be assessed 
individually. If a request is over-broad, it may taint the 
entire request, as it affects the bone fides of the request, 
and tends to suggest insufficient consideration as to 
necessity and reasonableness is grounding the request; 
this means that the effect on the rights of the data 
subject is not core in the consideration. Again, in the 
above example [although a minor example] if I want to 
buy a domain name, my request should be limited only 
to the email address in the 1st instance (or my preferred 
method of communication - however the email is the 
least invasive and necessity would likely dictate that 
unless justified, the email address is the only data 
required). I really don't need the name of the registrant 
to make my offer. Any request that merely asks for all 
registrant data, raises the bar of necessity, and the 
requester who does not exercise due care in the 
request, will find that count against them in the balance.

Step 1
Preliminary Assessment of the request ? 6(1)f Assessment of the data being requested

Step 2

(paraphrased from the Bird & Bird advices received during EPDP Phase I ? based on Rigas)
- 1) Assessment of impact. The controller must consider not only adverse outcomes on individuals, but also other broader consequences for 

data subjects: " Relevant 'impact' is a much broader concept than harm or damage to one or more specific data subjects. 'Impact' as used in 
this Opinion covers any possible (potential or actual) consequences of the data processing ".

- 2) Nature of the data. This factor requires consideration of the level of sensitivity of the data as well as whether the data is already publicly 
available.

- 3) The way the data is processed. The manner in which the data will be processed affects the balance of interests. Of particular relevance, 
the WP29 states, " whether the data are publicly disclosed or otherwise made accessible to a large number of persons " is an important 
consideration if " [s]eemingly innocuous data, when processed on a large scale and combined with other data may lead to inferences about 
more sensitive data ".

- 4) The reasonable expectations of the data subject. Whether an individual is likely to expect the processing activity will affect the balance of 
interests. This concept also appears in Recital 47 of the GDPR, which states, " the existence of a legitimate interest would need careful 
assessment including whether a data subject can reasonably expect at the time and in the context of the collection of the personal data that 
processing for that purpose may take place ".

- 5) The status of the controller and data subject. Finally, the assessment must take into consideration the negotiating power and any 
imbalances in authority between the controller and the data subject. Thus, this analysis changes depending on both the status and authority 
of the controller and the relative power of the data subject.

Apply the Balancing Test

Step 3

This is an 'eyes on' review as Skynet has not yet 
been launched and the DNS has not been built 
with such inbuilt consideration. If there is no PII 
in the data requested, then release is likely 
possible. (Brian King, on the thread you noted, 
again, the Legal v Natural issue, this is of course 
a part of the consideration of the controller - just 
because we don't have the technological 
safeguards to be able to securely differentiate 
for publication, that does not mean that we won't 
release this data once assessed as not 
containing PII.)

END

No

Data Originate 
within EEA? Yes

No

Additional requirements may be necessary here - this is 
up to the individual controller to identify and apply any 
local requirements also e.g. for US companies (or 
non-us companies as the case may be), does 
processing fall under CCPA

If satisfied that the data is non EEA 
(or is not subject to another relevant 
requirement peculiar to that 
controller), then the data may be 
released.


	epdp-p2_swimlane_v0.2.2
	Process Legend
	swimlane-level_0
	eval_request_subprocess


