
Phishing URL reported June 24

http://aaronsse.info/gatech/







Domain Name: AARONSSE.INFO
Registry Domain ID: D503300001049604980-LRMS 
Registrar WHOIS Server: whois.ovh.com 
Registrar URL: http://www.ovh.com/
Updated Date: 2019-07-09 T00:14:20Z 
Creation Date: 2019-06-17 T22:21:34Z           ß domain created a week before the phishing
Registry Expiry Date: 2020-06-17 T22:21:34Z 
Registrar: OVH sas
Registrar IANA ID: 433
Registrar Abuse Contact Email: email@ovh.net Registrar Abuse Contact Phone: +33.972101007
Reseller:
Domain Status: OK
Registrant Organization:
Registrant State/Province:
Registrant Country: DZ
Name Server: NS2.POSITIVEBENEFITS.CO.UK     ß hosting for a hypnotherapist, registered in 2011
Name Server: NS1.POSITIVEBENEFITS.CO.UK
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form is https://www.icann.org/wicf/

http://www.ovh.com/
mailto:email@ovh.net
https://www.icann.org/wicf/


Where’s the domain hosted?  DNS query:

;QUESTION
AARONSSE.INFO. IN A
;ANSWER
AARONSSE.INFO. 14399 IN A 139.99.73.130
;AUTHORITY
;ADDITIONAL



Where’s that IP address?

OrgName:        OVH Singapore PTE. LTD
OrgId:          OSPL-8
Address:        135 Cecil Street  #10-01  Myp Plaza
City:           SINGAPORE
StateProv:      
PostalCode:     069536
Country:        SG
RegDate:        2016-09-15
Updated:        2016-09-15



What other domains were on that IP address?

aaronsse.com, aaronsse.info, aaronsse.org, jamessene.com, 
jamessene.info, jamessene.org, jertivsxzsc.com, kimalemees.com, 
kimalemees.info, kimalemees.org, kinneynneb.com, kinneynneb.info, 
michaelooles.com, michaelooles.info, michaelooles.org, 
mtzasxdwn.com, parrllekr.com, parrllekr.info, parrllekr.org, service-
mtzasxdwn.com, sheltonse.com, sheltonse.org, shinolesse.com, 
shinolesse.info, shinolesse.org, spencerettes.com, spencerettes.info, 
spencerettes.org, sttonssege.info, sttonssege.org

Which are registered by the same party?  Which 
are maliciously registered? Over-block or under-
block?



Phishing on those domains had been taking place 
for several days before the Georgia Tech phish. For  
example, June 20:  www.outlook.jamessene.com



And June 18: phishing on sheltonse.com



• Goal is to respond appropriately, effectively, and proportionately, to 
prevent victimization
• Data minimization is possible
• Alternatives not as effective
• GDPR Recital 49 says that such is legitimate.


