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Since an early flush of optimism in the 1950s, smaller subsets of artificial intelligence - first machine learning, then
deep learning, a subset of machine learning - have created ever larger disruptions.
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What are Al / ML / DL?
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ML Examples

« Communicate and Interact with Human
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ML Examples

 Analyze factors and classify
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ML Examples

 Possible to do by Al

Berry Field, June 1909

Célorado National Park, 1941 Textile Mill, June 1937

8 x 8 input 32 x 32 samples ground truth
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ML Type ‘

— Supervised Learning : Yield function by labeled training data (Regression / Classification)

— Unsupervised Learning : Yield function by unlabeled training data (Clustering)

— Reinforcement Learning : Learn based on reward

Linear Separable Features Lloyd k-means Clustering: iterations
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g Anomaly Detection

® ML (using outlier method) is used for anomaly detection based on network traffic models

° Analyze how ‘normal’ labels are distributed and Detect when new data is outlies from the

normal sets

* It requires enough amount of data and original signature detection methods
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** Malware Classification

Low-level
Object object
features

Multilayer
neural network

How is Al/ML Used in Cyber Security
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** Malware Classification

Log Bipartite graph
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Web Defacement Demo
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Web Defacement Demo
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Web Defacement Demo
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