Security on the

Internet



Overview

Intro to cybersecurity

What's your data worth?

Who is responsible for security online?
Protecting your data online
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C\/bersecurlt\/ s the pra
protecting systems, netw |
programs and data from




Basics of cybersecurity

Resilience of data &

Keeping secrets safe systems
Threats:
Threats: * Internet shutdowns
» Cybercriminals » DDoS attacks
* Malware

¢ Ransomware

Threats: Integrity

+ Tampering with information
+ Impersonation/phishing
¢ Human error

Accuracy and reliability of information







The world’s most valuable resource is no
longer oil, but data

The data economy demands a new approach to antitrust rules

2017 — The Economist




Capital One data breach: What you can do Bias in Al: A problem recognized but
following the bank hack still unresolved

The latest banking data breach exposed the records of almost 106 million

UK mass surveillance laws do not breach
human rights, tribunal rules
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What do these websites have in common?

2014 - 4.6 million accounts : nterne

ﬁmyspace breached | DUeIn3

a place for friends - 7_
2008 - 360 million accounts 2013 - 153 million accounts
breached 2012 - 43 million accounts

breached

I n 2016 - 164 million accounts

UBER

2017 - 57 million accounts

>

Quora @ Evernote

2013 - 50 million accounts

tumbilr. - | TARTE! |
d s L = 2017 — 17 million
2013 - 65 million accounts y accounts breached
accounts breached

2018 - 100 million accounts
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What data is collected?
Photos, Analytics information, Cookies

FaceApp

y
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How are they securing the data?

“We use commercially reasonable safeguards”

“FaceApp cannot ensure.the-seeyrity of any

_ ) informatjon you t.ra ‘i‘.’ﬁ\_\' 53 App or guarantee
that information/oRhe’Service may not be

accessed, disc r,.!:f'.- ed, or destroyed.”

What are they doing with the data?
Sharing with FaceApp Affiliates, Service Providers,
third-party advertising partners.
Perpetual licence to the data.




The Treacherous 12

Data breaches Hlnm ”
Insufficient identity, credential, and access management ““m

Top Threats to Cloud Computing

Insecure interfaces and APIs
System vulnerabilities

cloud
Account hijacking SIS A it
S CIA Y
Malicious insiders alliance®

Advanced persistent threats

Data loss

Insufficient due diligence

Abuse and nefarious use of cloud services
Denial of service

Shared technology issues




Driver's licence - $20

Netflix account - $4

Credit card details - $5-110
PayPal credentials: $20-200

Email addresses and passwords:

$0.70-%$2.30
Medical record — up to $1000
Passports - $1000-2000

Ref: Privacy Australia

3 E R Views: 944 / Bids: Fixed price
Quantity left: Unlimited

Views: 3441 / Bids: Fixed price
Quantity left: Unlimited

myspace

cheap RANDOM country,100% CC attached AUTO Buy price
Item # 15687 - Accounts & Bank Drops - PissedM010 (1961) USD 0.40
0.001€ IC

Selling Ebay Accounts 1 Low And HIGH Feedback Buy price
Item # 2544 - Accounts & Bank Drops - Dwaze (342) USD 0.00
0.0000 BTC!

Zomato Database Breach (17 millions entrie
s, md5 encryption )

USD 1,001.45 (nciuding 1.451r
B 0.5521

Class Digital

Myspace 360M
By peace_of_mind ( 100.0% ) [ZEENREE)

6BTC = $2800
(2013)
k|

Escrow Yes, escrow by RealDeal is available. 1 5

Class Digital



IDENTITY THEFT

Short Term

m Fraud

M Financial Loss

B Reputational Damage
m Personal Sechrity risks

M Rise in other crimes \

[ D|fﬁcult\/ gatti
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internet?
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Shared responsibility model

Infrastructure as a Service Platform as a Service Software as a Service
(laas) (Paas) (Saas)

Operating System Security
Network Security Provider's

: — responsibility
Virtualized Infrastructure Virtualized Infrastructure '
Security Security

Physical Infrastructure Physical Infrastructure
Security Security

- s =’
D Consumer Responsibility D Provider Responsibility D Shared Responsibility

v




One hour to destroy a digital life

One hour to compromise iCloud, Google, Amazon and
Twitter accounts.

The target: Mat Honan &

— g

The hacker collected name, address and email from
public websites online.

Hacker called Amazon, using online information to
impersonate Honan and add a credit card number to his
account, then called a second time and used that card as
identification to add a new email address.

On Amazon, he could see Honan's credit cards and had
enough information to reset his Apple iCloud account.

Mat Honan, Wired Magazine Technical Writer

19



Personal information Own your online Lock dowpy
is like money. VValue it. presence
Protect it.
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Quick wins for securing youraccounts

Google Security Checkup Download a password
https://myaccount.google.com/intro/security manager

Google Account

27 dashlane

ally baggy jea

Security Check-up

No issues found Dictionary
hitps:/idictionary.cambrid: s v
Joe Bloggs noun [ § ] uk / U ormal US informal Joe Blow.

Your devices

Urban Dictionary: Joe Bloggs
https:/iv ictio m/define.php?ter

gned-in devices

Recent AUy eIt m@ m
cent event

2-Step Verification

ep Verification is on




What if | have beeh hacke

How will | know?

® Suspicious activity on your email, bank account or —
application [‘;--have i been pwne..df?)
° Notiﬂcation from the Website owner Check if you have an account that has been compromised in a data breach

® (Check Have | been Pwned and sign up to be notified m—Tw——
What to do?

® (Change passwords or contact the website if you can't
Adobe
aCCeSS \/Our account » The big one. In October 2013, 153 million accounts were breached with each containing an internal ID,

username, email, encrypted password and a password hint in plain text. The password cryptography was
poorly done and many were quickly resolved back to plain text. The unencrypted hints also disclosed much

(] C h ec k | 0 gge d Oon sess | ons about the passwords adding farther to the visk that hndreds ot millions of Adotie clstomers el s faceds

Oh no — pwned on 2 sites!

Are you creating strong, unique passwords on all sites?

Stratfor

® Notify your bank if financial information is involved

a
breach also included 860,000 user nts complete with email address, time zone, some internal system

* Inform the police if you have been a victim of identity theft ot O3 s st i st

. -
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More information

STAY m

Internet

Society

SMART ELECTRONIC

FRONTIER
Sl FOUNDATION

EFF.ORL

== Terms of Service
Didn't Read




THANKS!

What is valuable to you and how
are you going to protect it?

Iichanged all my passwords to “incorrect”.




