
Security on the 
Internet



Overview

▰ Intro to cybersecurity
▰ What’s your data worth?
▰ Who is responsible for security online?
▰ Protecting your data online
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What makes something 
secure?
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Cybersecurity is the practice of 
protecting systems, networks, 
programs and data from attacks.



Threats:
• Tampering with information
• Impersonation/phishing
• Human error

Basics of cybersecurity
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Integrity

Resilience of data & 
systems

Accuracy  and reliability of information

Keeping secrets safe
Threats:
• Internet shutdowns
• DDoS attacks
• Ransomware

Threats:
• Cybercriminals
• Malware CIA

triad



What is the 
most valuable 
thing you own?
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7
2017 – The Economist
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Privacy
Accountability

Deep fakes/fake news
Bias and discrimination

Political interference
Freedom of choice

Abuse and cyber crime
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2014 - 5,176,463 
accounts breached

2016 - 164 million accounts

2008 - 360 million accounts

2014 - 4.6 million accounts 
breached

2013 - 65 million accounts

2014 - 3200 accounts 
breached

2012 - 3 billion accounts

2013 - 153 million accounts 
breached

2014 - 145 million accounts
2013 - 50 million accounts

2018 - 100 million accounts

2012 - 43 million accounts 
breached

2017 - 57 million accounts
2018 - 29 million accounts

What do these websites have in common?

2017 – 17 million 
accounts breached



The Cloud – Someone else’s computer

Google data centre – Iowa, USA
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▰ Anyone can start a cloud 
service, website or application

▰ Data protection laws in 
different countries

▰ The company may sell or 
access your data
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>100 million users
A Russian-owned company

FaceApp
What data is collected?

Photos, Analytics information, Cookies

CEO – 40-year old Yaroslav
Goncharov
Team of 12 people

Where is the data? 
United States and countries in which FaceApp, 

its Affiliates or Service Providers maintain 
facilities

What are they doing with the data? 
Sharing with FaceApp Affiliates, Service Providers, 

third-party advertising partners. 
Perpetual licence to the data.

How are they securing the data?
“We use commercially reasonable safeguards”
“FaceApp cannot ensure the security of any 

information you transmit to FaceApp or guarantee 
that information on the Service may not be 
accessed, disclosed, altered, or destroyed.”

?

+?



The Treacherous 12
1. Data breaches
2. Insufficient identity, credential, and access management
3. Insecure interfaces and APIs
4. System vulnerabilities
5. Account hijacking
6. Malicious insiders
7. Advanced persistent threats
8. Data loss
9. Insufficient due diligence
10.Abuse and nefarious use of cloud services
11.Denial of service
12.Shared technology issues



How much is your data worth?

Ref: Privacy Australia 15

6BTC = $2800
(2013) 

▰ Driver’s licence - $20
▰ Netflix account - $4
▰ Credit card details - $5-110
▰ PayPal credentials: $20-200
▰ Email addresses and passwords: 

$0.70–$2.30
▰ Medical record – up to $1000
▰ Passports - $1000-2000



Short Term
▰ Fraud
▰ Financial Loss
▰ Reputational Damage
▰ Personal Security risks
▰ Rise in other crimes

IDENTITY THEFT
Long Term
▰ Issues with background 

checks
▰ Difficulty getting loans
▰ Damage to credit score
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Who is responsible 
for security on the 
internet?
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Shared responsibility model
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User’s responsibility

Provider’s 
responsibility

▰ Authentication
▰ Access control
▰ Reading T&Cs/doing your 

research



One hour to destroy a digital life
▰ One hour to compromise iCloud, Google, Amazon and 

Twitter accounts.
▰ The target:
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Mat Honan, Wired Magazine Technical Writer

2. Hacker called Amazon, using online information to 
impersonate Honan and add a credit card number to his 
account, then called a second time and used that card as 
identification to add a new email address.

3. On Amazon, he could see Honan’s credit cards and had 
enough information to reset his Apple iCloud account.

1. The hacker collected name, address and email from 
public websites online.
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Personal information 
is like money. Value it. 

Protect it.

Own your online 
presence

Lock down your login



Quick wins for securing your accounts
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Google Security Checkup
https://myaccount.google.com/intro/security

Download a password 
manager

Search yourself and adjust 
your privacy settings



What if I have been hacked?
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How will I know?
• Suspicious activity on your email, bank account or 

application
• Notification from the website owner 
• Check Have I been Pwned and sign up to be notified

What to do?
• Change passwords or contact the website if you can’t 

access your account
• Check logged on sessions
• Notify your bank if financial information is involved
• Inform the police if you have been a victim of identity theft

https://haveibeenpwned.com/



More information
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THANKS!
What is valuable to you and how 
are you going to protect it?


