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® Comments Forum

Brief Overview
Purpose: Public comment is sought on the data, methodology, and results of this report.

Current Status: The report is under review by the Competition, Consumer Choice, and Trust Review Team (CCTRT) during the public comment
proceeding.

Next Steps: Findings from the SADAG study, as well as any relevant public comments, will be incorporated into the CCTRT's Final Report as the
CCTRT deems appropriate.

Section I: Description and Explanation

> abuse. As part of this process, the CCTRT requested a comprehensive DNS abuse study to analyze levels of abuse in legacy and new
ich would produce a baseline set of data for future analyses.

The study provides measures and analysis of:

® Absolute counts of abusive domains per gTLD and registrar from 1 January 2014 until 31 December 2016

registrar from 1 January 2014 until 31 December 2016

Abuse associated with privacy and proxy services

Geographic locations associated with abusive activities

Abuse levels distinguished by "maliciously registered" versus "compromised" domains

possible, corresponding safeguards. This research will also serve as a baseline for future CCTRTSs and other review teams, including the Security, Stabi
lity and Resiliency Review Team, which began its work in March 2017.

Section II: Background

In preparation for the CCTRT's review of "safeguards put in place to mitigate issues involved in...the expansion” of the gTLD space as mandated by its

However, challenges arose in definition and measurement of abusive activities, as some are considered abusive in some jurisdictions but not others.
Some of these activities, such as those focused on intellectual property violations, are interpreted differently not only in terms of substance but also in
terms of available remedies depending upon the jurisdiction. Another challenge is the lack of data available regarding certain types of abuse.
Nonetheless, some common activities are widely regarded as abusive and also generate useful data for analysis; these include spam, phishing, and
malware distribution.

The CCTRT recognized the absence of a comprehensive comparative study of DNS abuse in new and legacy gTLDs that would allow them to assess

explaining the variation in abuse rates in different gTLDs.
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Section lll: Relevant Resources

® Statistical Analysis of DNS Abuse in gTLDs (SADAG) Final Report [PDF, 2.23 MB]

Section IV: Additional Information

® New gTLD Program Safeguards Against DNS Abuse

Section V: Reports
Staff Contact

Brian Aitchison
brian.aitchison@icann.org

FINAL VERSION TO BE SUBMITTED IF RATIFIED

The final version to be submitted, if the draft is ratified, will be placed here by upon completion of the vote.

FINAL DRAFT VERSION TO BE VOTED UPON BY THE ALAC

The final draft version to be voted upon by the ALAC will be placed here before the vote is to begin.

FIRST DRAFT SUBMITTED

The first draft submitted will be placed here before the call for comments begins.
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