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The	
  ALAC	
  acknowledges	
  the	
  comprehensive	
  work	
  done	
  by	
  the	
  Stability,	
  Security	
  
and	
   Resiliency	
   of	
   the	
   DNS	
   Review	
   Team	
   (SSR-­‐RT)	
   in	
   analyzing	
   the	
   extent	
   to	
  
which	
   ICANN	
   is	
   fulfilling	
   its	
   commitment	
   to	
   enhance	
   operational	
   stability,	
  
reliability,	
   resiliency,	
   security	
   and	
   global	
   interoperability	
   of	
   the	
   Domain	
   Name	
  
System	
  (“DNS”).	
  The	
  ALAC	
  compliments	
  the	
  Review	
  Team	
  on	
  the	
  preparation	
  of	
  
this	
  Public	
  Discussion	
  Draft	
  Report	
  and	
  welcomes	
   the	
  opportunity	
   to	
  comment	
  
on	
  it	
  and	
  its	
  recommendations.	
  
	
  
The	
  ALAC	
  supports	
  all	
  28	
  recommendations	
  in	
  the	
  Draft	
  Report	
  and	
  in	
  particular	
  
makes	
  the	
  following	
  observations:	
  
	
  

• Recommendations	
   1-­‐8,	
   9,	
   13,	
   14,	
   16-­‐22	
   and	
   24	
   are	
   all	
   sensible	
   and	
  
worthwhile	
   ‘housekeeping’	
   initiatives	
   which,	
   when	
   implemented,	
   will	
  
demonstrate	
  that	
  ICANN	
  pursues	
  a	
  ‘best	
  practice	
  approach’.	
  

• Recommendations	
   10-­‐12	
   and	
   22	
   will	
   directly	
   contribute	
   to	
   improved	
  
metrics	
   for	
   promoting	
   consumer	
   confidence	
   and	
   trust,	
   while	
  
Recommendations	
  17-­‐21	
  will	
  also	
  contribute	
  in	
  a	
  more	
  subjective	
  indirect	
  
way.	
  	
  	
  These	
  recommendations	
  will	
  prove	
  beneficial	
  to	
  the	
  future	
  Review	
  
Team	
  which	
  is	
  to	
  be	
  set	
  up	
  in	
  accordance	
  with	
  Para	
  9.3	
  of	
  the	
  Affirmation	
  
of	
   Commitments	
   to	
   examine	
   the	
   extent	
   to	
   which	
   the	
   introduction	
   or	
  
expansion	
   of	
   gTLDs	
   has	
   promoted	
   competition,	
   consumer	
   trust	
   and	
  
consumer	
  choice.	
  

• Recommendations	
  9,	
  13,	
  15,	
  23	
  and	
  25-­‐28	
  are	
   likely	
  to	
  be	
   informed	
  and	
  
assisted	
   by	
   the	
   analysis	
   and	
   outcomes	
   of	
   the	
   Joint	
   DNS	
   Security	
   and	
  
Stability	
  Analysis	
  Working	
  Group	
  (DSSA-­‐WG).	
  

• The	
   relationship	
   between	
   Recommendations	
   7,	
   8,	
   and	
   16-­‐21,	
   which	
  
discuss	
   the	
  evolution	
  of	
  and	
   improvement	
  of	
  processes	
   surrounding	
   the	
  
SSR	
   Framework,	
   and	
   Recommendations	
   25-­‐27,	
  which	
   relate	
   to	
   the	
   role	
  
and	
   activities	
   of	
   the	
   Board	
  DNS	
   Risk	
  Management	
   Framework	
  Working	
  
Group,	
   is	
   not	
   clear.	
   	
   The	
   ALAC	
   queries	
   whether	
   the	
   outcomes	
   of	
   work	
  
undertaken	
   by	
   the	
   latter	
   (the	
   Board	
   Working	
   Group)	
   are	
   intended	
   to	
  
guide	
  the	
  evolution	
  of	
  the	
  SSR	
  Framework	
  in	
  the	
  future.	
  	
  In	
  any	
  case,	
  the	
  
ALAC	
  agrees	
  that	
  ICANN	
  needs	
  to	
  expedite	
  the	
  creation	
  and	
  publication	
  of	
  
a	
  formal	
  and	
  comprehensive	
  DNS	
  risk	
  management	
  framework	
  and	
  would	
  
be	
  keen	
  to	
  input	
  to	
  that	
  process.	
  	
  

	
  
Noting	
  the	
  scope	
  of	
  the	
  SSR-­‐RT	
  task	
  and	
  taking	
  into	
  account	
  that	
  the	
  Draft	
  Report	
  
is	
  necessarily	
  based	
  on	
  a	
  desktop	
  review,	
   the	
  ALAC	
   is	
  cognizant	
   that	
   it	
   is	
  not	
  a	
  
formal	
   security	
   audit	
   at	
   the	
   technical	
   operations	
   level.	
   	
   However,	
   the	
   ALAC	
  
recommends	
   that	
   ICANN	
   give	
   consideration	
   to	
   undergoing	
   a	
   formal	
   security	
  
audit	
   through	
   assessing	
   the	
   risks	
   from	
   a	
   critical	
   information	
   infrastructure	
  
protection	
  standpoint.	
  


